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case. If certain information about the numbering
policy of the particular country is known, then
the number of combinations and thus the entropy
will decrease. Many countries assign sequential
numbers to their passports. If we know the date of
issue (or expiration date), the number of possible
passport numbers is small. For example a country
with 10 million inhabitants issues around a million
passports a year. If the year of issue and the range
of passport numbers are both known, then the
entropy drops to 20 bits. If the month of issue and
its range of numbers are known, then the entropy
drops further to 17 bits. We could go on to single
days, but such detailed information will probably
not be available to an average attacker. However,
not only insiders but also hoteliers and doorkeepers
may know a great deal about the numbering policy
(and such information will eventually be published
on the Internet). It is more complicated in practice,
as we must first guess the issuing country and also
the type of passport (e.g., service, alien) as different
types may have different numbering sequences.

m  Every entry is followed by the check digit. The
algorithm is publicly known and the check digit
does not introduce any new information.

To estimate the (total) entropy, we can take the sum
of the entropies of the entries listed above. But that is
correct only when the individual entries are independent.
We may debate about the dependency of the expiration
date of the document on the birth date of the holder as he/
she applies for the document when he/she reaches the age
of 15 and then almost regularly renews it (e.g., every 10
years). This may hold true for identity cards and is also
country-dependent, but this assumption is not valid for
passports as they are issued on request at any age. There-
fore we omit that relationship. A similar situation holds for
the relationship between the birth date and the document
number. But dependency between the document number
and the expiration date will typically be present. There
is only no dependency for completely random document
numbers and only then can we use the sum of the entro-
pies. Otherwise some dependency will always be present
and it is only a question of how much information the at-
tacker has about the numbering policy. When the attacker
has a significant degree of knowledge, the total entropy
may decrease remarkably. Also the smaller the number
of passports issued in a country, the higher the chance of
guessing the document number. For example, in the case
of sequential document numbers and a country issuing 1
million passports uniformly over the year, and if the at-
tacker has detailed knowledge of the document numbers
issued on particular days, the entropy of the document
number can decrease to about 12 bits. Total entropy then
decreases from 58 or 74 bits to approximately 32 bits.
A brute-force key search can be then mounted against a
significantly smaller number of possible keys.
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We can distinguish two types of brute-force attack.
Either the complete (successful) communication is eaves-
dropped and we try to decrypt it, or we try to authenticate
against the chip and then communicate with it. When
eavesdropping on the communication, we can store the
encrypted data and then perform an off-line analysis. If
the whole communication has been eavesdropped, we can
eventually obtain all transmitted data. The disadvantage
is the difficulty of eavesdropping on the communication
(i.e., the communication must actually be in progress and
we must be able to eavesdrop on it).

The derivation of a single key from the authentication
data, data decryption and the comparison of the challenge
takes around 1 microsecond on a normal PC. A brute-force
search of the space holding authentication data with a size
of 232 thus takes slightly more than one hour. A practical
demonstration of such an attack against Dutch passports
was published by Marc Witteman in [12]. His attack
utilized additional knowledge about the dependency be-
tween the document number and the expiration date and
the knowledge of a next check digit within the document
number. Similarly in countries where postal workers
deliver electronic passports by mail, these workers could
remotely read the content of an electronic passport through
a closed envelope as they might know the birthday of the
recipient and could easily guess the document number and
expiry day (because the passport had just been issued).

As we have already said, eavesdropping on the ongo-
ing communication is not such an easy task. The intended
communication range of devices compliant with ISO
14443 is 0-10cm. This does not necessarily mean that
eavesdropping at longer ranges is not possible, but an at-
tacker would soon have to cope with a low signal-to-noise
ratio problem. While the signal from the inspection system
(reader) is detectable at longer distances, eavesdropping
on the data sent from the chip (transmitted using load
modulation) gets harder with every foot of distance. For
discussions about the possible ranges for skimming and
eavesdropping see e.g. [7][9].

An on-line attack against the chip can search the key
space in the same way, but a single verification of the
authentication data is significantly slower — we must
communicate with the smart card first and then we have
to compute the MAC key and MAC code as well. A single
verification then takes approximately 20 milliseconds for
standard contactless readers and thus the attack is about
10,000x slower than an off-line attack.

We need to realize that BAC does not restrict access to
anybody who is able to read the machine readable zone.
If you leave your passport at a hotel reception desk, BAC
will not protect your data. On the other hand, there is no
additional information stored in the chip that is not already
printed in the passport (in EU this is even a legal require-
ment, except for the fingerprints, of course).

There are also other issues related to contactless com-
munication technology where BAC cannot help. First of
all it is possible to remotely detect the presence of passive
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contactless chips. Secondly, even before the BAC it is pos-
sible to communicate with the chip (e.g., to start the BAC).
Anti-collision algorithms need unique chip IDs to address
the chips. These chip IDs are typically randomly generated
each time the chip is powered, but some type A chips use
fixed chip IDs which makes it very simple to track them.
Similarly, some error codes may leak information about
the chip manufacturer and/or model, which might also
increase the chances of guessing the issuing state.

5 Extended Access Control (EAC)

EU passports will also store fingerprints (in DG3)
as from June 28, 2009 at the latest (indeed Germany has
already started issuing passports with fingerprints, on
November 1, 2007). Fingerprints are stored as images in
the WSQ format (lossy compression optimized for images
of fingerprints). As fingerprints are considered to be more
sensitive data than facial images (their recognition capa-
bilities are much better), reading of DG3 will be protected
by an additional mechanism. This mechanism is called
Extended Access Control. Let us now look at possible
theoretical principles for protecting sensitive biometric
data in passports to have a better understanding of how
European EAC was designed.

5.1 Symmetric Cryptography Based Methods

If access control is based on symmetric cryptography
[10] then the data in a passport can be either stored un-
encrypted and access would be protected by symmetric
cryptography based authentication, or can be stored en-
crypted and not protected by any additional access control
mechanism.

A symmetric key would have to be different for each
passport (to avoid problems when one passport leaks the
key). Keys can be either completely random or derived
from a master key by a suitable diversification algorithm
(e.g., the passport-specific key could be obtained by en-
cryption of the document number with the master key).
We need at least one master key per country, plus probably
one key for each passport issuer (i.e., region, embassy,
etc.) and the key has to be regularly (e.g., monthly, annu-
ally) updated (for passports being issued). An inspection
system would then need access to all the keys necessary
to access all valid passports (i.e., up to 10 years) for a
number of countries. In the case of off-line systems, that
would mean that a large number of highly sensitive keys
would have to be stored in each inspection system (InS)
and the compromise of a single InS would affect current
and future access to biometric data in all passports valid
at the time of the compromise. This situation is easier to
manage with on-line systems. The keys would be physi-
cally secure; instead we would have to protect access to
the central system. In the event of unauthorized access to
the central server, recovery is relatively easy — it is enough
to stop the unauthorized access.

The advantage of symmetric or encryption based au-
thentication is the low computational power required of
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the chip. Basic access control (BAC) is based on shared
symmetric keys; we could design a similar protocol based
on truly secret keys. When the data on the chip is stored
in encrypted form, there are no on-chip computational
requirements as the stored data is transparent for the chip
and there is no need for any additional access control
mechanism. The solution will be secure if the secret keys
are kept secret (which is not trivial).

The disadvantage of symmetric methods is the high
number of keys that have to be kept secret (and in the case
of off-line systems they have to be kept secret at each InS
as well). Moreover, secret keys have a long validity period
and cannot be revoked. Gaining access to such keys would
mean having access to all valid passports which have been
issued so far (naturally only for those countries that the
compromised InS would be able to access). A clear disad-
vantage of encrypting the data but not protecting access
is the possibility of off-line brute-force (possibly even
parallel) attacks. This would be a significantly stronger
weapon than an on-line guessing. However, this should
still remain just a theoretical threat for a solid encryption
algorithm combined with a sufficient key length.

5.2 Asymmetric Cryptography Based Methods

Another way to authenticate the InS is by using PKI.
The aim is to reduce the number of secret (private) keys
on the inspection system side and to limit the possibility of
misuse in the event of compromise. Although there could
be several alternative ways to implement Extended Access
Control with the help of asymmetric cryptography and
PKI, we will follow the proposal of the German BSI [1],
which went on to become the European EAC protocol.

5.3 Terminal Authentication

Each country establishes a CV (Country Verifying) cer-
tification authority that decides which other countries will
have access to sensitive biometric data in their passports.
A certificate of this authority is stored in passports (issued
by that country) and it forms the initial point of trust (root
certificate) for access control. Other countries wishing to
access sensitive biometric data (whether stored in their
own passports or in the passports of other countries), must
establish a DV (Document Verifier) certification authority.
This authority will obtain certificates from all countries
willing to grant access to the data in their own passports.
This DV CA will then issue the certificates to end-point
entities actually accessing the biometric data — the inspec-
tion systems. See Figure 3.

Each passport stores a CVCA certificate of the issuing
country (e.g., the Czech Republic). If an inspection system
(e.g., a Spanish one) needs to convince the passport that it
is authorized to access sensitive biometric data, it must pro-
vide the DV certificate (the Spanish one in our case) signed
by the issuing CVCA (Czech) and its own InS certificate
(for that particular InS) signed by the DV certification
authority (i.e., the Spanish authority in this case). After
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Figure 3: A Simplified View of an EAC PKI Hierarchy.

the passport verifies the entire certification chain it has to
check whether the inspection system is allowed to access
the corresponding private key. This is performed using a
challenge-response protocol. If authentication succeeds,
the inspection system can access sensitive biometric data
(the DG3 and/or DG4 files). This part of the EAC is called
the Terminal Authentication (TA).

The above mentioned process can be slightly more
complicated as CVCA certificates are updated from time
to time (by link certificates) and bridging link certificates
have to be provided (and verified by the passport) first.
Terminal authentication can be based on RSA (either PSS
or PKCS#1 v1.5 padding is possible) or ECDSA, both
in combination with either SHA-1 or one of the SHA-2
variants.

Certificates are sent by using the Manage Security
Environment — Set for verification — Digital Signature
Template command and the Perform Security Opera-
tion — Verify Certificate command. The certificate chain
may contain also link certificates if necessary and, after
they have been verified, the passport updates the CVCA
certificate with a new one (due to a possible overlap of the
validity periods of the CVCA certificates, there may be up
to two certificates valid at the same time — in such an event
both are stored in the passport). Remaining certificates
(the DV certificate issued by the CVCA and the DVCA
certificate issued for InS) are stored only temporarily and
used during the verification of the certificate chain. Once
the chain verification succeeds, the passport obtains the
public key of the InS and its access rights. Only two access
rights are specified at this moment; read access to DG3
(fingerprints) and read access to DG4 (iris image).

After obtaining the public key of an InS we need to
verify whether the InS also has access to the corresponding
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private key. This is done by using a challenge-response
protocol. First the inspection system receives an 8-byte
long random challenge (using the GET CHALLENGE
command), and signs it. In fact what is signed is the con-
catenation of the passport number, random challenge, and
the hash of the ephemeral DH key of the inspection system
(from the previous chip authentication). The signature is
then sent to the chip for verification using the EXTERNAL
AUTHENTICATE command. If verification is successful,
the inspection system is authenticated and may access
DG3 or DG4 according to the rights assigned. Terminal
authentication is not a mandatory part of the communica-
tion with an electronic passport. The inspection system can
skip terminal authentication if there is no need to read the
secondary biometric data from the chip. The InS can be
completely offline, e.g., a handheld device storing its own
InS key pair and relevant certificates, or there could be a
‘central’ networked InS providing cryptographic services
to a group of terminals at the border (hence Terminal
Authentication). Whether InS is offline, online, or a com-
bination of both is up to each individual country.

As the computational power of smart cards is limited,
simplified certificates (card verifiable or CV certificates)
are used instead of common X.509 certificates. The matter
of verification of certificate validity raises an interesting
point. As the chip has no internal clock, the only avail-
able time-related information is the certificate issue date.
If the chip successfully verifies the validity of a given
certificate issued on a particular day, then it knows that
this date has already passed (or is today) and it can update
its own internal time estimate (if the value is newer than
the one already stored). It is clear that if a CV CA or DV
CA issues (either by mistake, intentionally, or as a result
of an attack) a certificate with an issue date in the distant
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future, the passport will then reject valid certificates and
will become practically unusable. For that reason, only the
CVCA (link certificates), DV and domestic InS certificates
are used to update the internal date estimate.

5.4 Chip Authentication

In addition to terminal authentication, the European
EAC also introduces the Chip Authentication (CA) pro-
tocol, which eliminates the low entropy of the BAC key
and may also replace active authentication, as access to the
private key on the chip is verified (the public key is stored
in DG14 and is part of the passive authentication).

An inspection system reads the public part of the Dif-
fie-Hellman (DH) key pair from the passport (the classic
DH described in PKCS #3 and DH based on elliptic
curves (ECDH) in accordance with ISO 15946 are both
supported), together with the domain parameters (stored
in DG14). The inspection system then generates its own
ephemeral DH key pair (valid only for a single session)
using the same domain parameters as the chip key, and
sends it to the chip using the Manage Security Environ-
ment — Set for Computation — Key Agreement Template
command. Both the chip and the InS can then derive the
shared secret based on available information. This secret
is used to construct two session keys, one for encryption
and the other for MAC, that will secure the subsequent
communication by Secure Messaging, and SSC (Send
Sequence Counter — the message counter value used for
protecting against replay attack) is reset to zero. Only after
sending and receiving the next command correctly pro-
tected with the new session keys can it be known whether
chip authentication was successful or not.

As a result of this process a new secure channel is
established (low entropy BAC keys are no longer used)
and chip authenticity is verified (active authentication is
not necessary, but it can be supported by the passport to
allow chip authenticity verification by inspection systems
that are not EAC-specific and only recognize worldwide
ICAO standards).

Worldwide interoperability is not necessary for EAC
as sensitive data should be accessible only when there
are agreements between countries. Then it is up to the
countries to agree on technical details (naturally within the
boundaries set out by ICAO standards). The current leader
in the EAC field is the EU which designed a protocol for
EAC (the protocol was actually designed by the German
Federal Office for Information Security).

It is assumed that the protected biometric data will
be initially accessible only among EU member states.
There has already been some speculation about involv-
ing countries such as the USA, Canada, and Australia in
the European extended access control system. Looking at
the PKI structure of the EAC it is clear that is up to each
member state to decide which other countries will have
access to data in member states’ passports.

While chip authentication replaces active authentica-
tion and also improves the security of Secure Messaging,
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chip and terminal authentication protocols are not stand-
ardized by the ICAO at this moment. Hence these protocols
will be used only when both the passport and the inspection
systems support them. If the passport (e.g., first generation
passport) or inspection system (e.g., non-EU or even some
older EU systems) do not support the protocol, then we
need to fall back on common protocols standardized by
the ICAO in Doc 9303 (i.e., BAC and AA). Also, some
other countries (outside EU) may not consider fingerprints
and iris images to be particularly sensitive data and so data
groups DG3 and DG4 in their passports will not be subject
to additional protection.

6 Conclusions

It is clear that passive authentication ensuring the au-
thenticity of data stored in electronic passports benefits the
security of the electronic part of the passport. But it can
only be effective if the Country Signing CA certificates
are available at all inspection points. The primary channel
for exchanging CSCA certificates is diplomatic post, but it
seems that this mechanism is not actually flexible enough.
Therefore certificate distribution needs to be improved.
There are several proposals; one of them is to use the
ICAO public key directory (PKD), initially designed for
DS certificates (typically stored in passports anyway) and
CRLs also for the distribution of CSCA cross-certificates
(one country cross-certifies CSCA certificates of other
countries).

While the BAC can prevent basic skimming, the low
entropy of the authentication key is its greatest weakness.
Efforts to include the optional data field from the machine-
readable zone in the key computation (i.e., to increase the
entropy) were rejected by ICAO so as not to jeopardize
interoperability with existing systems. The only way to im-
prove the strength of BAC is to use random alphanumeric
document numbers. Some countries have already changed
their numbering policy in order to make attacks against
BAC more difficult (e.g. Germany since Nov 2007 [14]).
If you are worried that an attacker could communicate with
your passport without your knowledge and either try to
break the BAC or at least guess some information about
the chip, just store your passport in a shielding cover. These
covers are now widely available, e.g. [15].

Active authentication preventing passport cloning is
implemented by a surprisingly small number of countries.
EU passports will prevent cloning by the introduction of
the EAC, which includes the chip authentication protocol.
EAC also protects access to secondary biometric data and
fingerprints (and possibly also iris images) are only read-
able by authorized border authorities. The key manage-
ment behind it is not, however, trivial — especially from
an organizational point of view. And although DV and IS
certificates will have a short validity to limit the use of
stolen inspection systems, this will only be effective for
passports belonging to frequent travellers.
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Disclaimer

The opinions presented are the personal views of the
authors and cannot be considered as the official position
of the European Commission, where one of the authors
is currently working at the Joint Research Centre (JRC)
in Ispra, Italy.
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